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A PURPOSE: Thi s chapter explains the procedures necessary
to dissem nate inmportant security-related information of
interest and/or inportance to the National Institutes of
Health (NIH) comunity.

B. BACKGROUND: Security-rel ated information, warnings, or
instructions are often received by NI H enpl oyees.
Frequently this information is found to be inaccurate or
m sl eadi ng. The di ssenmi nation of false or inaccurate
information could result in injury, death, or civil
litigation and/ or adversely inpact ongoing security
pl anni ng and resources. This policy applies to
information received fromwithin NIH as well as outside
sour ces.

C. REFERENCES:

NI H Manual Chapter 1130 General Adm nistration No. 8,
Control of Violations of Law at Certain NIH Facilities

D. DEFI NI TI ONS:

Security-related information - Information which affects
the safety and protection of |life and property. Exanples
i nclude personal safety alerts, notices of crimnal or
suspected crimnal activities, and announcenents of
denonstrations or other civil disturbances. The
information nmay be sent to enployees in the form of

| etters, nmenoranda, or e-mail nessages.

E. RESPONSI BI LI Tl ES:

1. The Director, NI H has del egated authority for the
protection of NIH facilities and grounds to the
Associ ate Director for Research Services (ADRS) and
the Director, Division of Public Safety, O fice of
Research Services (ORS), in N H Manual Chapter 1130
General Adm nistration No. 8, Control of Violations
of Law at Certain NIH Facilities.

2. The Division of Public Safety, ORS exercises
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exclusive jurisdiction over |aw enforcenent on the
NI H canpus and is assigned primary responsibility
for the devel opnent, adm nistration, and control of
conprehensi ve security and protection prograns to
safeguard NI H personnel and property.

3. The Director, DPS is responsible for receiving,
certifying, and dissemnating all security-rel ated
information pertaining to the NIH  Through ongoi ng
intelligence gathering and sharing with | ocal and
Federal | aw enforcement agencies and prof essi onal
groups including the Federal Bureau of Investigation

(FBlI'), Montgonery County Police, United States Park
Police, and others, DPS has the resources for
receiving information critical to the security of
Nl H and distributing this information in a tinmely
fashion to the NIH Executive O ficers and/or
appropriate NIH program personnel affected by its
content.

4. NI H enpl oyees are responsi ble for conmplying with the
policy and procedures outlined in this manual for
t he proper safeguarding and control of security-
related informtion.

F. POLI CY: The Director, DPS is responsible for review ng
all security-related information, determning its
accuracy and relevancy, and distributing to the
appropriate NIH officials and/or others.

G PROCEDURES FOR FORWARDI NG SECURI TY- RELATED | NFORMATI ON

Security-related information affecting the NIH community,
i ncludi ng security/personal safety alerts, warnings of
crimnal or suspected crimnal activities, announcenments
of denonstrations or other activities affecting the
saf ety and security of the NIH canpus or NI H enpl oyees,
etc., nmust be submtted i mediately and solely to DPS by
contacting the Director, DPS as foll ows:

By phone: 301-496- 6893
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By fax: 301-402- 0394

By meno: Director, Division of Public Safety
National Institutes of Health
Bui | ding 31, Room B3B12
31 Center Drive, MSC 2012
Bet hesda, MD 20892-2012

H. RECORDS RETENTI ON AND DI SPOSAL: All records (e-mail and
non-e-mail) pertaining to this chapter nust be retained
and di sposed of under the authority of N H Manual 1743,
“Keepi ng and Destroying Records,” Part 1, section 1300.

NIH e-mail nessages. NI H e-mail nessages (nessages,

i ncluding attachnments, that are created on NI H conputer
systens or transmtted over NIH networks) that are

evi dence of the activities of the agency or have

i nformational value are consi dered Federal records.
These records nust be maintained in accordance with
current NIH Records Managenent guidelines. Contact your
| C Records Oficer for additional informtion.

All e-mai|l nessages are consi dered Government property,
and, if requested for a legitimte Governnment purpose,
must be provided to the requester. Enpl oyees’
supervisors, NIH staff conducting official reviews or

i nvestigations, and the Ofice of the Inspector CGeneral
may request access to or copies of the e-mail nessages.

E-mai | nmessages nust al so be provided to Congressional
conmttees if requested and are subject to Freedom of

| nformati on Act requests. Since nost e-mail systens have
back-up files that are retained for significant periods
of time, e-mail nmessages and attachnents are likely to be
retrievable froma back-up file after they have been
del et ed

froman individual’s conmputer. The back-up files are
subject to the sanme requests as the original nessages.

MANAGEMENT CONTROLS: The purpose of this manual issuance
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is to establish the NIH policy and descri be the system
for dissem nating security-related information to the NIH
conmuni ty.

1. O fice Responsible for Review ng Managenent Controls
Rel ative to this Chapter (Issuing Ofice): Through
t his manual issuance, the Division of Public Safety
(DPS), Ofice of Research Services (ORS) is
responsi bl e for
the nethod used to ensure that namnagenent controls
are inplemented and wor ki ng.

2. Frequency of Review. Ongoing review

3. Met hod of Review. The DPS will nmintain oversight
and ensure conpliance with this policy through a
myriad of resources, e.g., conplaints received from
NI H enpl oyees, Adm nistrative O ficers, and/or
Executive Oficers; reports of security information
di ssem nated to the NIH community w thout prior
aut hori zation from DPS; police reports; etc. |f DPS
determ nes that NI H enpl oyees are not following this
policy, DPS will ensure that the appropriate IC
officials are notified and that the issue is
resol ved.

4. Revi ew reports are sent to: Director, DPS; Associate
Director for Research Services; and Deputy Director
for Managenment, NIH Issues of special concern wll
be brought immediately to the attention of the
Associ ate Director for Research Services.



