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These criteria are based on NIH and GAO Information Technology Investment Evaluation Guide, located at http://www.gao.gov/policy/itguide/homepage.htm, specifically, the sample ranking criteria, http://www.gao.gov/policy/itguide/ranking.htm. The sample criteria have been modified to apply to the OD environment. The purpose of the criteria is to provide the OD IT Investment Review Board (ITIRB) with a consistent basis for evaluating IT projects. IT investment scoring is calculated by (1) assessing each of the information scorecard factors and (2) assigning a score based upon that assessment in accordance with the criteria below.

1. Project Description

Organizational Impact (30 Points)

1. Scope of Beneficiaries/Cross-Functional (13 Points): Evaluate the impact of the system/project in terms of (1) the number of people and organizations that will benefit from the system/project, and (2) the number of functions affected.

	
	

	0–2
	Limited number of beneficiaries. This system/project will be used by only one OD component and is a single function system.

	
	

	
	

	2–4
	The system/project is cross-functional or is used by more than one OD component.

	6-8
	The system/project is used by all components of one or more ICs.

	
	

	9-11
	The system/project is used by all of NIH, or by the public, or is cross-functional and used by all components of one or more ICs.

	
	

	12-13
	The system/project is cross-functional and serves all of NIH or the public.

	
	


2. Business Process Redesign (9 points): Assess the degree to which this system enables the organization to do business in a better way.

	
	

	0–2
	The system/project automates an existing business process with little or no improvement of the process (i.e., helps to do the same thing faster).

	
	

	3-6
	The system/project allows for a moderate improvement of the existing business process.

	
	

	7-9
	The system/project enables a significant improvement in the way business is conducted.

	
	


3. Business Model (4 points): Assess the degree of alignment with the organization’s functional statement, operating processes and/or business model.

	
	

	0
	The system/project does not support organizational products/services or processes identified in the functional statement, operating processes and/or business model.

	
	

	4
	The system/project supports organizational products/services or processes identified in the functional statement, operating processes and/or business model.

	
	

	
	

	
	

	
	


4. Quality of Work Life (4 points): Evaluate the improvement in quality of work life expected from implementation of the project.

	
	

	0–2
	Little, if any, positive impact on the quality of work life. The system/project may increase the work required (e.g., additional data entry).

	
	

	3
	Improvement in a work process. The system/project will allow employees greater job satisfaction or reduce some administrative burden on employees. For example, being able to respond to inquiries or requests for help faster or more effectively should provide greater job satisfaction to some employees. Also, reducing the time and/or frequency of parking permit renewals makes life a bit easier for many employees.

	
	

	4
	Positive contribution to the quality of work life will clearly result. For example, the system/project will allow a job to be done much faster so that job satisfaction will increase.

	
	


Mission Effectiveness (25 Points)

1. Improved Internal Program Services (12 points): Assess the expected improvement in service to internal customers. For example the system/project might improve the timeliness of financial reporting throughout the organization. Score higher, the more that service will be improved in response to a problem expressed by users of the service.

	
	

	0–3
	The system/project does not appear to meet a problem defined by an internal customer. Little improvement in important customer service criteria, such as timeliness, quality, or availability, is expected. An improvement is described but not quantified.

	4-7
	A significant improvement is expected in areas such as timeliness, quality, or availability, and the improvement is quantified.

	8-12
	A significant improvement is expected in areas such as timeliness, quality, or availability, and the improvement is quantified. The improvement also addresses an important problem or area of service improvement defined by the customer.

	
	


2. Improved Service to the Public or OD customers (13 points): Assess the expected improvement in service to the public or OD customers.

	
	


	0–3
	The system/project appears to provide little or no direct improvement in service to the public or OD customers. It may make a small improvement in timeliness, quality, or availability, but there is no documented need for such an improvement. The improvement is not quantified.

	4-7
	A significant improvement is expected in areas such as timeliness, quality, or availability, and the improvement is quantified.

	8-13
	A significant improvement is expected in areas such as timeliness, quality, or availability, and the improvement is quantified. The improvement also addresses an important problem or area of service improvement defined by the public or OD customers.

	
	


2. IT Architecture
Technical Risk (20 Points)

1. Technical Risk (20 Points): Evaluate the risk to complete the system/project from a technical point of view.

	0–4
	Very risky. Hardware and/or software solution does not conform to OD’s IT technical architecture and/or there is little or no experience with this technology in the organization. Hardware, software, or support is not now available commercially and requires development specifically for the organization.

	5-12
	Medium risk. A judgment call on projects that fall between the extremes. Consider the compatibility with the OD IT architecture, internal experience with the proposed hardware and software, and commercial availability of hardware, software, and technical support.

	13-20
	Low risk. Planned hardware and software conform to the OD IT technical architecture and there is successful experience in using this technology in the OD. Hardware, software, and support are commercially available and do not have to be developed for use in the organization.

	
	


3. IT Security (25 Points)

IT Systems Security Plan (10 Points)

1. Security Plan (10 points):  Evaluate the degree to which the system/project has a documented IT Systems Security Plan.

	0
	The system/project has not developed a Security Plan.

	1–5
	The system/project does not require a Security Plan because it judged to be at a Low Sensitivity Level.

	
	

	6-10
	A Security Plan has been/or is being developed because it is judged to be at either a Moderate or High Sensitivity Level


Sensitivity Level of Data (5 Points)

1. Sensitivity Level of Data (5 Points): Evaluate the degree to which the system/project has assessed the level of sensitivity for the data contained in the system by providing a score for each criterion below.

	
	

	0–2
	The system has identified or is in the process of identifying the Sensitivity Level of the data.

	0–3
	Adequate security controls have been or are being planned for the system’s data.

	
	


Safeguards (10 Points)
1. Safeguards (10 Points): Evaluate the degree to which each of the following security related safeguards have been addressed (0 = No, 2= Yes).

	
	

	0 – 2
	Adequate access controls have been planned or implemented (e.g., passwords, user rights)

	
	

	0 – 2
	Appropriate back-up of data has been implemented or planned.

	0 – 2
	Roles, responsibilities of personnel supporting/administering the system have been defined.

	0 – 2
	Appropriate level of access, environmental controls are planned or implemented for the hardware supporting the system.

	0 – 2
	Adequate controls are in place or planned to prevent/detect security violations.
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